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“Avtiotpodn EkopaApdtwon Katd tnv EktéAeon otov LLDB”

NEPINHWH

H ekopoAudtwon eival pia amapaitntn Siadikacia, n omoia kataAapPfdvel peyaio
HEPOG TNG KABNUEPLVAG Epyaciag Twv poypappatiotwy. Map' 6Aa autd, n CUVTPUTTIKA
mAeloPnoia Twv npoypappatiotwy PBaciletal ocAuepa, wg eni To MAeloTov, o€ epyaleia
TIOU £X0ouv Tapapeivel oxedbov dla ta teAevutaia 20 xpovia, dnAadn Stadpaotikoug
EKOPOAUATWTEG HE  SuvaToTNTa AELTOUPYIOC OIMOKAELOTIKA TIPOG TNV  KAVOVIKN
KatevBuvon pong TNG EKTEAECNC TOU TPOYPAMMATOG. H altio evtomiletal oto OtL
TIEPLOCOTEPO TIPOXWPNUEVEG AUCELG, OL OTOLEC TtapEXOUV UTIOOTHPLEN yla avtiotpodn
ekopaApdtwon, ev xpnolpomnotouvtal, SLotL eite €xouv neploplopévo nedio Spaong Kal
SuvaToTNTWV £lTE €lval AYVWOTEG OTNV EVPUTEPN MPOYPOUUATIOTIKA KOWVOTNTA.



Q¢ amotéAeopa, amodacicape va ONUOUPYNOOUUE £va TPOTUTIO CUCTNHA YL
avtiotpodn ekopaApdTwon Katd TNV ektéAeon Baoclopévo otov LLDB, évav dnuodiAn,
OUYXPOVO KAl EUPEWG XPNOLULOTIOLOUHEVO SLadPAOTIKO EKOPAAUATWTH avoLXToU KwLKA.

ITOX0C TNG EPYAOLOC QUTNE TV TOGO0 N oxedlacn Kal UAOTIOLNGCN TOU avWTEPW TPOTUTIOU
000 Kal n xpron t¢ w¢ pio ouvtoun el0aywyn otoug avtiotpodou eKOPAAUATWTEG.
ApXIKQ, teplypAdOoUpE TN YeVIKOTEPN Stadikaoia ekodalpdtwong Kot mapouolaloupe
epyaleia mou nmpoodEpouv ol mapadootakol EKOOAAUATWTIEG OTOUG MPOYPAUUATIOTEG.
3TN OUVEXELQ, CUOTIVOULLE OTOV QVAYVWOTN TLG ETLIMAE0V AELTOUpYLEC TTOU TTpoodEpovTal
anmd TOUG avTioTpodoug €eKOPAAUATWIEG KAl TOPATNPOUUE TWG Ol TeAeutaiol
petaBaiiouv kat BeAtiwvouy Tn Stadikacio ekopaApdtwong.

ErutAéov, ou{NTOUUE OXETLKA UE TLG TIOLKIAEG HEBOSOUG KAl TPOTMOUC IIPOCEYYLONG TIOU
UIopoUV va akoAouBnBouv yia tnv vAomoinon evog avtiotpodou eKOPOAUATWTH, EVW
napaBEétoupe Kot TG aduvapieg kabevog TuTou ekodaApatwtr). AKOAoUBEL pia cuvtoun
ETULOKOTINGON UTIAPXOVIWV AUCEWV, TOOO KATA TNV EKTEAECN OCO KAl €K TWV UCTEPWV,
ekopalpdatwong, Katnyoplomolnpévwy Pacel tou mnedlouv Spdong TOug Kal TNG
T(POCEYYLONG TIOU aKoAouBoUv.

EMElTa, 0 Ovayvwotng ouvavTd MEPLKOUC QTOPAITNTOUC TEXVIKOUG OPOUG, TPOTOU
TIPOXWPNOEL 0TV Tapoucioon tng oxediaong kat tng peBodou uvlomoinong mou
ETUAEXONKE ylo TO CUCTNUA TIOU TOPOUCLA{OUME. Z€KWVOUME TNV Tapouciaon Tou
OUOTNUATOG HE TNV APXLTEKTOVLIK Tou LLDB o€ emninedo kwdika, eotialovtog otig SOUEG
Sebopévwy OV avamapLoToUV To TPOYPAUUA UTIO EKOPAAUATWON, KABWC KAl O EKEIVEG
TIOU TIPOOTEONKAV TIPOKELMEVOU VO  ELOAYOUUE UToOoTAPLEn vyl avtiotpodn
€KODOAUATWON KATA TNV EKTEAEDN.

Katomw, e€nyolpue tn péEBodo mou akoAouBnBnke pe otdxo va mpootebel n Asttoupyla
avtiotpodng ekodaApdtwong Katd Tnv e€ktéAeon otov LLDB kot avadépoupe TIg
EOWTEPLKEG OANayEC Tou amattiOnkav, Tmpokelpévou vo  PplofevnBel n  Vvéa
AewtoupykotnTa. AKOWN, ovaAUOUUE WG o avtiotpodog ekodalpatwtnc Aappavel
OTYMLOTUTIAL KOl KOToypddel TNV €KTEAECN TOU UTO €KODAAUATWON TPOYPAUUATOG,
KaBwg kot TN Sopn Twv OTIYULOTUTIWY auTwy, Ta oroia Suvavtal va emavadEépouv TV
eKTEAEON o€ TapeABovTikn Kataotaon SlXw¢ avaykn TEPUATIOUOU TOU TPOYPAUUATOG.
Opovrtiloupe va efnyrnooupe oe eminedo KWAKA WG 0 AVTIOTPOdOG EKOOAAUATWTAG
XElplleTal LETABOAEG TIUAG O HETABANTEC, KATOXWPNTEC KAl OE0ELC UVAUNG KaTtd Th ARNYn
Kal emavadopd OTIYULOTUTIWV Kol oulntoUUe OAa ta MPETpA Tou €xouv AndOel
TIPOKELUEVOU VO EAAXLOTOTIOLICOULE TNV EMLBApUVON O eMinedo embO0EWV Kal PvAUNg,
Statnpwvtag mapdAAnAa tnv okpifela kaL TtV opBOTNTA TNG KATAYEYPAUUEVNG
€KTEANEONC.



T€Aog, avadelkvUou e Tt SUvaun Tou aviioTpodou eEKOHAAUATWTH HECW EVOC aplOpol
oevapiwy Kal aLoAoyoU e TO CUVOALKO QmOTEAECUA TNG Epyaaiag, mpotol mapabécou e
TIC Acttoupyleg mou Aeimouv, alAd €xouv N&N TPOYPAULOTIOTEL YLO UETAYEVEOTEPN
€kboon tou ekopaipatwn.
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“Live Reverse Debugging in LLDB”

ABSTRACT

Debugging is an essential process that occupies a great proportion of the daily work
conducted by every developer. Nevertheless, the overwhelming majority of programmers
nowadays mostly relies on almost the same tools as 20 years ago, i.e., forward-only
interactive debuggers. The reason for this is that more advanced, reverse debugging
solutions, are either very limited in their scope and capabilities or relatively unknown to
the wider developer community and thus remain mostly unused.

As a result, we decided to create a proof of concept for live reverse debugging based on
a well-known, modern and widely used open-source interactive debugger, LLDB.

The goal of this thesis was to design and implement the aforementioned proof of concept
and also act as a brief introduction to reverse debuggers. We begin by describing the
general debugging process and present the tools forward-only debuggers make available
to the programmer. Then, we introduce the additional features provided by reverse



debuggers and how the latter affect and improve the debugging process. In addition, we
discuss the multiple different methods and approaches that can be taken to implement a
reverse debugger and also list the limitations of each debugger type. Following, is a brief
overview of existing live and offline reverse debugging solutions, categorized based on
their scope and solution approach.

Later on, the reader runs across a few essential terms, before moving on to the
presentation of the design and implementation method selected for the resulting proof
of concept. We begin the presentation of the work with the code-level architecture of
LLDB, focusing on the data structures responsible for representing the program being
debugged and the ones introduced, in order to add support for live reverse debugging.

Afterwards, we explain how the live reverse debugging functionality was added to LLDB,
along with any internal modifications required, in order to accommodate the additional
functionality. We also analyze the way the live reverse debugger records the execution of
the program being debugged by capturing snapshots and the way those snapshots are
structured and restored in order to move the execution backwards in time, without ever
terminating the program. We make sure to explain at the code level how modifications
to the program state, such as in variables, registers and memory are handled when
capturing and restoring snapshots and discuss all measures taken in order to minimize
the performance overhead and memory footprint of the solution, while also preserving
the accuracy and correctness of the execution recording.

Ultimately, we demonstrate the power of the live reverse debugger via a number of case
scenarios and evaluate the overall result of this work, before listing the missing, but
already scheduled for a subsequent version, features of the live reverse debugger.



